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Objective:  

With the changing world and environment, we are noticing the technological advancement 

which is creating a lot of opportunities and leading to growth but as a subset also is affecting 

people's privacy in all aspects of life. Smart phones ,smart TV's, Smart life etc. are leading to 

definite interconnectivity of people and improving the quality of life, but this also leads to 

increasing concerns about security and privacy. 

 

Context: 

The benefits of smart City and the continuous growths in technology can be seen in every field 

and is tremendous, but while  looking at the good side we also need to consider it's impact on 

legal, political and social environment . Adel S has helped us in understanding  that through the 

IN3:Instrumented, Interconnected and Intelligent. Instrumented refers to the various 

components which provide information, Interconnected refers to how these components are 

connected and provide information ,and Intelligent refers to the use of this information. We as a 

society function in the manner of data used and data generated ,and it's an Interconnected 

chain. But due to this phenomenon , security and privacy have become a major issue as there is 

no line beyond which information is not to be shared. Various apps and devices can be used as 

spies. Furthermore, society's 'right to privacy' is not clearly defined and is mixed because of 

cybersecurity and developments in technology. Felson et al. argued that three elements 

promote a criminal act: a motivated offender, a suitable target and the absence of a capable 

guardian. The confluence of these elements in everyday activities increases the likelihood of 

crime. Security is linked with a sense of safety that people may have because of physical 

attributes but cyber safety is also a very important facet to it. 

 

Conclusion:  

We can agree by saying that the benefits of all the advancements will always outweigh the 

problems, but we can try and work on the authenticity, integrity of information and putting a 

checkpoint for the availability of the source, and the use of information that is collected from the 

source. 
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Objective:  

The Facebook Breach recently happened in the year 2018, where the data of 50 million people  

were confirmed to be at risk after attackers exploited a vulnerability that allowed them access to 

personal data. The company also preventively secured 40 million additional accounts out of an 

abundance of caution. The CEO, Mark Zuckerberg said that no accounts were compromised 

according to their data ,but the hackers were behind, general data like ' gender, name and 

place'  

 

Context:  

From this Case Study, we can say that even though there are a lot of preventives measures 

taken and a lot of rules being made, but data privacy and data protection is a major concern 

worldwide, because if one of the biggest company's like Facebook, can face a problem like data 

breach ,then the chances of it happening in other data sources are alarmingly present. Jake 

Moore, a cybersecurity specialist at ESET, says that “it seems crazy that personal data of this 

magnitude could be on a server unprotected in 2019, but this just highlights how data gets 

forgotten about and mistakes can happen.” There were photos also which could have been 

misused by hackers since the data uploaded on Facebook includes photos, statuses and phone 

numbers. Facebook's data breach's extent was not realised for a long time and the data may 

have been misused by the people who breached the privacy walls. From this we can say that a 

lot of times we provide our sensitive information very easily on different technological platforms 

and some sources intentionally harvest this user data without consent. 

 

Conclusion: 

From all of this ,it is safe to say that we need better regulations for data privacy and data 

protection , because we need to realise that if something happens on this huge scale then the 

company is lacking in some aspects .Ethical hacker John Opdenakker says that “in general it’s 

best not to provide your phone number to online applications, period”. The government is 

making various rules and regulations to ensure the data safety of people, especially in the 

interconnected world that we are in. 
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