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OBJECTIVE / MAIN IDEA 

The article on Security and Privacy Challenges in Smart Cities( (Trevor Braun F. I., 2018.) talks 

about how the construction of smart cities will increase digital interconnectivity and increase 

efficiency in the coming days but at the same time can cause a serious risk to personal 

information,  individual privacy and security. The main purpose of this article is explained in two 

main points or subtopics. First, it will survey existing privacy-preserving techniques that apply to 

the development of smart cities, and second, the article will identify research gaps surrounding 

smart cities and suggest avenues of future research. In this article smart city is explained as 

something that would integrate smart technology in a manner that would help increase 

efficiency, safety, and convenience. 

 

CONTEXT / RELATED WORK 

For a smart city to offer increase in efficiency and the quality of urban life, citizens within smart 

cities must feel confident and secure enough to participate in the smart city, without which a  

smart city is obsolete. Hence increasing fundamental security and privacy protections is of 

utmost importance. Currently, New York, Toronto, Barcelona, Copenhagen, and Paris are 

incorporating smart city principles . For these cities and others looking to establish themselves as 

smart cities, addressing potential smart city privacy and security concerns before the 

infrastructure is in place will determine their success, to explain this concept better they gave the 

following example. In 2013, a group of researchers from the University of Texas at Austin were 

able to take control of an 80-million-dollar yacht in the Mediterranean by manipulating the GPS 

signals that the yacht relied upon for transportation (Trevor Braun B. C., 2018) 

 

METHOD/ SEQUENCE OF EVENTS 

The major security challenges discussed in this paper will mostly involve the abundant 

opportunities for security corruption within a smart city framework. in smart city 

interconnectivity, data will be transferred and utilized throughout the smart city processes, with 

multiple parties communicating and gaining access to information. To increase the level of 

security the very first step is mapping and measuring privacy risks. Then it explains the various 



technologies like Privacy-Enhancing Technologies (Shannon’s entropy, an indicator for 

understanding the privacy of communications), Systems Security Hardening, Data Management, 

and Policy Compliance, etc. 

 

RESULTS AND CONCLUSION 

This article states that "Smart cities are a vision of how digitally interconnected cities of the 

future should operate. Smart city viability and desirability rely on their ability to increase the 

quality of life securely" (Trevor Braun B. C., 2018). With the help of many examples and 

references the article explains in detail about the smart city security and privacy challenges, and 

how Data integration in a smart city increases the digital surface in a way that provides more 

opportunities for security breaches, etc, and how will these challenges be overcome. 

 

Bibliography 

 

Trevor Braun, B. C. (2018, May). Security and privacy challenges in smart cities Elsevier  

 Sustainable Cities and Society, Volume 39,  499-507 

 

 

CASE STUDY 

TOPIC : DATA PRIVACY 

(Anjana Somanath) 

 

A Case Study In Data Breaches - Uber's Data Security Breach Fines Reach USD 150 

Million 

 

OBJECTIVE  

This case study is based on the topic of data privacy. The case is Uber's Data Security Breach, 

for which Uber had to bear heavy fines. The "data security incident" in 2016 resulted in 

unauthorised access to the personal information of some 57 million UBER customers and drivers 

worldwide. 

 

CONTEXT  

The data breach incident disclosed personal information such as names and contact information 

of approximately 2.7 million Uber customers and 82,000 Uber drivers (including their journey 



details, weekly pay and for some, their driver's license numbers) in the United Kingdom, 

according to the Information Commissioner's Office of the United Kingdom (the "ICO", 

Information Commissioner's Office) and 174,000 Dutch citizens, according to the Data 

Protection Authority of Netherlands (Autoriteit Persoonsgegevens) (the "Dutch DPA"). 

 

METHOD / PENALITY 

The ICO and the Dutch DPA have recently imposed Uber fines of approximately USD 1.17 

million in total (approximately USD 491,000 and approximately USD 680,000, respectively) due 

to its failure to safeguard personal data. 

In the US, Uber agreed to a settlement in September with all 50 states and the District of 

Columbia to pay USD 148 million for its failure to notify 600,000 affected drivers of the breach. 

CONCLUSION 

The case of Uber should be used as an example by  all businesses to ensure that their data 

protection standards and practices are up to the mark and, in particular, that they have 

mechanisms and guidelines in place to address the consequences of breaches. That too in a 

manner that complies with the requirements of applicable laws in all relevant jurisdictions. They 

should not use any unethical ways to hide such breach as well . 
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