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The article’s main objective is to examine two important and entangled challenges: security 

and privacy. Security includes illegal access to information and attacks causing physical 

disruptions in service availability. As digital citizens are more and more instrumented with 

data available about their location and activities, privacy seems to disappear. The article 

also talks about “Internet of Things” which is said to be the path to full connectivity of 

homes cars, and other social systems. 

The article is in context to Safety, security and privacy in smart city. A few similar articles 

are: 

[1] United States v. Jones, S. Ct. 945 (2012).  

[2] Kyllo v. United States, S. 27–33 (2001).  

[3] Council of Europe CETS No. 185 Convention on Cybercrime 

[4] Convention on Cybercrime of the Council of Europe; 18 U.S.C. 

The article starts with an introduction which mostly talks about the importance and benefits 

of ICT in a smart city. Next is methodology in which, several paradigms and categorical 

structures are applied in analyzing the benefits and detriments of the data environment. An 

applicable paradigm used for this analysis is that of IBM that the Smart City, its components 

and its citizens are Instrumented Interconnected and Intelligent, denoted as ‘‘IN3.’’  

As seen simply in GPS data collection and analytics, was that: The net result is that GPS 

monitoring––by making available at a relatively low cost such a substantial quantum of 

intimate information about any person whom the Government, in its unfettered discretion, 

chooses to track––may ‘‘alter the relationship between citizen and government in a way 

that is inimical to democratic society’’. proper role of the U.S. National Security Agency. In 

sum, the benefits do and will far outweigh the risks when the rights and liberties in a 

democratic society are observed and protected. The Smart City offers us much. But we must 

not let it take that which makes us who we are. Difficult and concerted debate on these 

issues is needed. 
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The case study is based on the Delta Airlines Security Breach. The case primarily focuses on 

how to respond to a Data Breach. It is with context to data privacy and breach of security. 

In April 2018, the company announced it was informed that some of its customer’s credit 

card information had been compromised during online chat support provided by a third 

party software company called [24]7.ai. In response, Delta launched a custom 

webpage providing a complete overview of the breach, executed a customer 

communication plan that included education and mitigation best practices, and worked with 

partners and law enforcement to identify how/when the breach occurred.  

Delta’s handling of the breach underscores some of the key best practices that organizations 

should act upon once they identify a data breach has occurred. Communication, education, 

mitigation, openness and sincerity, invitation for open dialogue are few powerful tools to 

respond effectively during a security breach. 

All too often, consumers discover that their personal information was compromised long 
after the breach occurred when suspicious activity on financial accounts, e-commerce sites, 
etc., is noticed. This is often the result of one of two reasons. The first is because an 
organization doesn’t realize its sensitive data has been breached. The second and far too 
common reason is that organizations seeking to avoid the negative connotation of being a 
data breach victim avoid directly or immediately announcing that a breach has occurred.  

According to the report Consumer Sentiments: Cybersecurity, Personal Data and The Impact 
on Customer Loyalty, the vast majority of consumers must be convinced that the security 
issue has been addressed and any damage has been rectified before continuing to do 
business with the brand. 
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