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Summary 

Security and Privacy Challenges in Smart Cities 

1) Objective/problem/main idea1,2,3  

A definition for a Smart City: 

IBM states that the citizens and components of a Smart City are "instrumented, networked 

and intelligent", or "IN3" for short.  Essentially, a Smart City integrates intelligent technology 

that serves to increase efficiency, security and comfort. Examples of cities that incorporate 

Smart City principles are New York, Toronto, Barcelona, Copenhagen and Paris. For these 

cities that want to establish themselves as smart cities, addressing potential privacy and 

security concerns in Smart Cities before building infrastructure will determine their success. 

For a Smart City to offer greater efficiency and quality of life, citizens in Smart Cities must feel 

confident and secure enough to participate in the Smart City. The Smart City is useless 

without the interest of its citizens.  Therefore, basic security and data protection are of 

paramount importance for the success of a Smart City. 

2) Context/related work3  

The text is about 2027. A scenario from that:  

Your day is long and you drink your coffee and organize yourself to leave work. Your boss tells 

you that you have to stay longer. Your reaction: panic sets in because your son James is 

waiting for you, but you act quickly and call an autonomous car with a quick thumbs up to 

pick up your son from school. 

3) Method/sequence of events3 

In view of the fact that today all the technologies mentioned exist, such a scenario from the 

text is indeed not far-fetched. It is the seamless intersection of technologies that seems so 

futuristic, and that is exactly what an intelligent city has to offer. However, when building 

intelligent urban systems, it is necessary to identify security and privacy threats. The service 

provider has now stored information about what James likes to eat and which route he is 

taking home, giving him many opportunities to suggest to James and his parents where and 

what they should eat. Although the service provider refuses to monetize the valuable 

behavioral data of its passengers, the opportunity for cybercriminals to gain access to this 

information is worrying.  Obviously, it would be worrying to know that someone could gain 

knowledge about where your son goes to school and how to follow him home. As technology 

becomes increasingly embedded in our daily activities and urban infrastructure, new privacy 

and security concerns are expected to emerge.   

4) Results, conclusion3 

The purpose of this article is twofold: firstly, to review existing privacy technologies applicable 

to the development of smart cities, and secondly, to identify research gaps around Smart 

Cities and suggest ways forward for future research. 
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Smart Cities are a vision of how digitally networked cities of the future will function. Smart 

City viability and attractiveness depend on its ability to safely enhance the quality of life. The 

paper presented security and privacy challenges for the city: Privacy Enhancing Technologies, 

Systems Security Hardening, Data Management and Policy Compliance, Preserving Citizens' 

Trust. 

Finally, the following questions arose: 

How can we ensure data protection in a Smart City that relies on rapid data exchange and 

multi-stakeholder data mining techniques?   

Data integration in a Smart City increases the digital surface in a way that offers more 

opportunities for security breaches; how do we meet this challenge?   

What happens to the data collected in a Smart City?   

What can the collected data be used for?   

How will data mining techniques and AI systems in a Smart City affect the physical security of 

the city?  

Challenges include mapping the Smart City's risk profile, multi-layered security models, 

cryptographic techniques, data transparency and contingency plans. Ultimately, solutions to 

Smart City challenges will be most effective if they take a security and privacy approach.  

Smart City consists of a variety of interconnected devices, so security and privacy solutions 

need to focus on one system defense, not just a sum of individual defenses.  Therefore, multi-

layered security approaches and transparent data protection standards will be crucial for the 

construction of smart cities. 

 

1Manheim, K. (2019). Artificial Intelligence: Risks to Privacy and Democracy. The yale journal 

of law & technology, 106-188. 

2Elmaghraby, A. (2014). Cyber security challenges in Smart Cities: Safety, security & 
privacy. Journal of Advanced Research, Volume 5, Issue 4.  

3Braun, Trevor; Fung, Benjamin C. M.; Iqbal, Farkhund und andere (2018): Security and 

Privacy Challenges in Smart Cities. 

http://dmas.lab.mcgill.ca/fung/pub/BFIS18scs_postprint.pdf [researched by Nastja Heinrich] 
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Use case 1 

We are constantly hearing that cyberattacks are increasing in scale and complexity, and 

artificial intelligence (AI) helps analysts for security operations with missing resources to stay 

one step ahead of threats. AI is also known to maintain information on security threats from 

millions of research reports, blogs, and news articles. The AI is said to provide instant insights 

that help you filter out the relevant alerts from thousands of daily alerts and drastically 

shorten response times. 

Cognitive Computing is an evolved form of artificial intelligence that uses various forms of AI, 

including machine learning algorithms and deep learning networks that become stronger and 

smarter over time. 

Therefore I would like to show you the technical side of AI and Cognitive Computing in the use 

case away from the actual literature topic of Privacy of Smart Cities. For the implementation 

of a secure Smart City also includes the technical implementation. 

Privacy Risks of Explaining Machine Learning Models  

1) Objective/problem/main idea 

The work of "Privacy Risks of Explaining Machine Learning Models" focuses on whether 

sensitive information can be exploited and whether it is possible to obtain models via training 

sets. To answer this question, the authors first concentrate on inference attacks: On the basis 

of a data point and a model explanation, the attacker's goal is to decide whether the point 

belongs to the training data. The problem is investigated for two common transparency 

methods: gradient-based attribution methods and record-based influence variables.  

2) Context/related work  

On the basis of the model, inferential attacks on members are tested, which are 

comprehensively developed on a large number of data sets. For gradient based methods, it is 

shown that the explanations can contain a significant amount of information about the 

individual data points in the training set that goes far beyond what is leaked through the 

predicted labels, and that data set based measures can be used effectively and even more 

significantly for membership inferences. It is also clearly shown that the information can be 

used to restore substantial parts of the training set. 

3) Method/sequence of events 

Finally, the results show that minorities and outliers are more vulnerable to this type of attack 

than the rest of the population. For example, there is a significant gap in the privacy risks of 

model statements between different groups. Both protocol- and feature-based declarations 

can be successfully used to derive membership in training sets. This work is one of the first to 

show that the release of transparency reports can lead to considerable data protection risks. 

Worse still, it becomes clear that for record-based statements, minority populations are faced 

with a significant risk. For record-based membership derivations, it is unclear how to offer 

security guarantees. While low dimensional data sets are relatively robust to subspace 
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reduction attacks, they are susceptible to graphic-based attacks. While the theoretical 

analysis is limited to logistic regression, the attack scan can be extended to more complex 

models. The general principle of minimizing the influence of discovered points allows a model 

diagnostic gradient descent basd attack. The influence curves used in the analysis may be of 

particular interest: Their characteristics show how a model "structures" the training set; their 

further investigation can lead to insights into the behavior of different model types and 

provide a way for better, data set related model explanations.  

4) Results, conclusion 

Finally, the design of secure transparency reports is an important research direction. 

Explanations need to be published that are both safe and formally useful. For example, 

releasing an explanation is not guaranteed to be safe, but clearly not useful. File-based 

explanations are useful, but not secure. Quantifying the compromise between quality and 

privacy in the model statements will show how to understand the ability to explain model 

decisions while maintaining data integrity. 

 

1 Shokri, Reza; Strobel, Martin; Zick, Yair (2019): Privacy Risks of Explaining Machine Learning 

Models. https://arxiv.org/pdf/1907.00164.pdf [researched by Nastja Heinrich] 
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