
Summary 1 – China’s Social Credit System  

In the article „Constructing a Data-Driven Society: China’s Social Credit System as a State 

Surveillance“, published in 2018 in the academic journal Policy & Internet (10/4), Liang et 

al. examine the Social Credit System (SCS) that has been introduced in China. Having a 

predominantly bad reputation in Western countries due to data privacy concerns, the 

authors focus on identifying the structure and motives behind the SCS. The system has 

been released by the Chinese government and is planned to be fully implemented in 

2020. By then, every organizational and individual stakeholder is supposed to be scored 

concerning their credit rating and trustworthiness, i.e. the score being based on 

economic and social activities in the present and the past. Outcomes of a stakeholder’s 

behavior will be either punishment or benefits.  

The context of an ecosystem of big data is the comprehensive collection of data both 

from private persons as well as institutions. Data retrieved from different systems can 

be connected to have a detailed user image. Collecting data could lead to „a negative 

impact on freedoms of speech […] as well as provide the government with immense 

private information subject to misuse“ (Elmaghraby, 2014: 493), which China has 

recently been accused of.  

The discussed article by Liang et al. (2019) is using an inductive three-phased method: 

First analyzing both Chinese and English language newspapers, secondly investigating 

the database surrounding the SCS and thirdly exploring collaborating powers and the 

ecosystem itself.  

After examining China’s SCS the authors conclude that the Chinese government has first 

planned a credit system in the 1990s, having in mind to build an all-embracing system 

and is now using artificial intelligence to fulfill this aim. Also, the SCS’s present focus is 

on financial data rather than social or private data, even though it is not sure how data 

retrieved from social media will be integrated in the SCS in the future. Finally, many 

communication and information technology companies from the private sector are 

cooperating with the Chinese government to implement the various data platforms into 

the SCS infrastructure.  
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Summary 2 – Advanced Traffic Management  

The use case related to smart cities and data privacy that I have chosen to examine is 

advanced traffic management. As Citron (2019) details in his article, the collection of 

traffic data as well as a vehicle’s specific data are often the starting point of a concept to 

advance traffic management. Those systems could help solve problems in urban areas, 

such as increased emissions or traffic jam. It is possible to track vehicles via GPS and 

connect them to one another to find routes without traffic disturbances and hence save 

gas and time. Also, the integration of big data in traffic management is the foundation 

for self-driving vehicles which are likely to play a significant role in the future of 

transportation. Smart city solutions such as advanced traffic management offer chances 

and challenges, especially concerning privacy of data. Data retrieved from GPS tracking 

is sensitive and could be misused, since it makes the individual’s activities and everyday 

habits visible to third parties. If the vehicles are additionally connected to smartphones 

and its contents, a vast set of data would be available.  

An example for smart traffic control in Pittsburgh is presented by Smart City Hub (2017). 

The city has integrated Surtac, a system combining traffic technologies with artificial 

intelligence. According to the source, Surtac ensures „data coming from the sensors is 

used by Artificial Intelligence to streamline the traffic in the most intelligent and optimal 

way by reacting to the traffic conditions in real time“. At this stage, Surtac only 

communicates within the system, that is between intersections. Still the next step would 

be communicating with smart vehicles, which again would question data privacy.  

In my opinion, advanced traffic management will become more common in the years to 

come and make certain aspects of life easier. Nevertheless, governments as well as the 

private sector have to make strong efforts to ensure the individual’s data privacy.  
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